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Encrypted Documents

Phishing attacks are on the rise, so asking your customer to pick up

their secure documents using an embedded link back to your web
site does not appeal to many customers.

OneWorld Encrypted Documents enables your organization to
email mass volumes of confidential statements and documents
directly to your customers’ inbox in the form of an encrypted

PDF. Your customers can view their documents on any device
without leaving their email system. Messages are received within
minutes — fully branded with the look, feel and functionality that
corresponds to your company - while keeping data confidential at

all times.

Features:

e Multi-Channel delivery
formats: standard s/MIME,
Secured Reader message,
encrypted attachments, or
web portal pickup

e Encrypted attachment
in PDF, ZIP, or mixed
delivery. Accordingly,
non-PDF files can be
delivered as attachments
within encrypted PDF or
encrypted ZIP files

e Pre-Shared key
management console,
self-care web portal and
web service API for easy
system integration

e Push features, rather
than pull

e Standards-based PKI,
X 509 certificates

e Fast and efficient
encryption engine for
high volume document
processing

e Delivery of documents is
instantaneous, no waiting

e Incorporate customized
marketing messages &
offers

e Works with your existing
portal if you have one

e Happy customers:
Improved user
experience.

e Compliance: Encrypting
confidential data helps
you conform to privacy
legislation.

e Low cost: A guaranteed
and secure delivery
mechanism without
the cost of paper and
postage.

e Easy solution: An easy
way to process and
encrypt large volumes of
documents.

e Guaranteed secure
delivery: Electronic
statements confidentially
delivered directly to your
customers’ inbox.

¢ Scalable solution:
Effortlessly grow from
10,000 to one million
statements; solution will
grow with you.
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Encryption

Encrypted Documents
Inbox delivery of bills, documents is what customers prefer

Scalability

The ability to scale efficiently and on-demand by deploying higher
density configurations within your existing footprint impacts not only
your solutions’ Return on Investment (ROI), but also your company’s
bottom line.

Security & Data Protection

Comprehensive security, beyond the human guard, ensuring your
information is protected at all times. Biometric security, card readers,
keypad or electronic locks as well as digital camera placement are
part of the service.

System Components

Statement Production: Encrypted statements are generated by the
billing engine within the customer environment. Typically they are
printable PDF files that include customer invoice or transaction
information that are confidential and sensitive.

Document Processing

The document processor receives the statements in batches and
forwards them to the encryption engine for further processing, and
also provides process management and reporting.

The Echoworx Advantage
100% Encryption Focused

OneWorld encryption, is the first smart message encryption platform—designed
to adapt to any environment. With over 1+ million users and 5000 deployments
in 30 countries.

Agile. Responsive. Passionate.

Our passionate encryption experts take the complexity out of encryption for world
leading enterprises.

Trusted Root Certificate Authority

Echoworx is a WebTrust audited Certificate Authority (CA) trusted by the Apple
and Microsoft CA Programs offering multiple, SSAE 16 SOC2 Type Il certified
secure, independently operated data centres in the US, Canada, and Europe.

World Class PKI

Our world class PKI Infrastructure offers IT administrators full certificate and key
management (backup, expiry, escrow, revocation and rollover).
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Statement Processing and Email Generation

Security Key and Trust Services

Direct to Inbox
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